
IT-OT Integration
Caveats

Chances & Challenges
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2We are HAHN 

> 1.500
employees 

> 20
locations
worldwide 

> 3.600
lines in 
operation

> 900  
customers

> 30
destination 
countries
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Frank Benke
Head of IT

Computer Science

University Tübingen

Since 1994 in IT Business

Entire Supply Chain

- Hewlett-Packard - HPe (1994)

- Certification & Training

- Supplier & System Integrator 

- Magenta Service Provider

- Finally End Customer (2014)
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4

OT Domain
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5OT Domains

ÅProduction

ÅManufacturing

ÅChemical Processes

Å Infrastructure Operations

ÅRobotics

ÅPlant & Production Control

ÅResource Flow 

ÅMining 

ÅTraffic ï Air, Road, Ocean

ÅBuildings & Facilities
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6OT Treats

ÅCommunications

ÅDistances & Spaces

ÅOutdoor Situations

ÅFactory Environments

ÅInterfaces

ÅApplications 

ÅEdge Issues 

ÅAI Implications 

ÅProprietary Things

ÅLegacy



IT Legal Obligation 

NIS II
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7IT-OT Framework of Operation

IT Verification

ISO 27001

OT Legal Obligation

Cyber Resilience Act

OT Verification 

IEC 62443
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8

OT Considerations
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9Aspects to Consider

ÅCommunication 

ÅControl 

ÅReliability

ÅSteering

ÅMeasurement 

ÅVerification 

ÅSecurity

ÅResiliency & Availability
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10E.G. Oil Field

ÅDrills

ÅPumps

ÅValves

ÅPipes 

ÅStorage

ÅPower Supplies

ÅChemical Compositions

ÅSafety States

ÅProduct Speed & Pressure

© Shell / Brent
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11Line Model

ÅSPS & PLC

ÅDrives

ÅSensors

ÅCylinders

ÅTools

ÅCameras 

ÅSafety Devices

ÅRobots

https://www.jendamark.in/ev/#
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Processes & Products
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13Processes to Handle

ÅRobotics

ÅPress & Push

ÅScrew & Roll

ÅGlue & Grease

ÅTransport 

ÅHandling 

ÅMaterial Management

ÅTest & Inspection 

ÅReporting
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14IT Vendors

ÅGateways

ÅPCs

ÅServer

ÅHMI Panels 

ÅDifferent Conclusions 

ÅNo Portfolios

ÅInconsistent Use Cases

ÅNo Industry Operations
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15OT Vendors

ÅPCs vs. PLCs

ÅGateways 

ÅSwitches

ÅNo System Operations

ÅNo Transfer Standards

ÅStatic Setup 

ÅRarely Secured 

ÅNo Roles & Identities
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16OT Software

IT typical tasks

ÅMonitoring

ÅAsset Inventory

ÅSoftware Bill of Materials

ÅVulnerability Scanning

ÅHardening

ÅSecurity Monitoring  
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Solution Considerations



18General Solution Approaches on e.g. Assembly Line
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cell #1

SPS

Safety

Drive

Sensor

Robot

cell #2

SPS

Safety

Drive

Sensor

Robot ...

Machine HAHN

In machine

development

On site 

maintenance

In cell

applicaton

applicatondatabase Virtual

layer
monitoringlogging

Machine internal abstraction layer

Customer network

Customer

maintenance
ERP MES

HAHN remote

maintenance

HAHN data

driven 

services

e.g. preemtive 

maintenance

machine 

optimisation
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gateway
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19OT & Data Generation

e.g. https://techblog.comsoc.org/2022/09/19/telegeography-global-internet-bandwidth-rose-by-28-in-2022/
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20Process Data Concentration



©
 H

A
H

N
 A

u
to

m
a
ti
o

n
 G

ro
u
p

21

Design Approaches
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22Digital Modes of Operation

ÅVirtual Engineering 

Simulation and virtual development

Physics independent commissioning 

ÅDigital Twin 

Operation digital environment 

ÅDigital Shadow

Synchronous virtual environment 

Replay of reality in virtual system
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23Gateways &
Networking

ÅTenancy

ÅSecure overlay networking

ÅProvide basic infrastructure services

ÅSynchronous time 

ÅLogging

ÅFirewalling

ÅInternal routing

ÅProxy services 

ÅAuthentication 

ÅCall Home & Dial In
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24Topics of Integration

ÅClean reliable robust design

ÅSecurity by design 

Å Introduce entities 

ÅSeparate risk domains

ÅConsider operations

ÅReview connectivity issues 

Å Integrate in Corporate Applications
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25Operational Considerations 

ÅProduction Priorities

ÅProprietary Technology 

ÅLegacy Installations 

ÅPlant / Area Architecture 

Å Interconnectivity 

ÅPlant Maintenance 

ÅConflicts of Interest (Operations)

ÅSpecial Considerations Networking



Open Source

Community Projetcs

Code / Project Maturity 

Project Stability & Context

Customer  Acceptance

Strategic Partnerships & Backing 

Open Source License Strategy 
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Commercial Backed Products

Reliability & Community Interaction

Support Models & Coverage

Alternative Business Models 

License Mix & Clarity

Commercial Support

Independent Resources

Breadth of Knowledge

ñDo what they do bestò
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Outlook


