IT-OT Integration HAHN
Caveats

Chances & Challenges
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Frank Benke
Head of IT

Computer Science
University Tubingen

Since 1994 in IT Business

Entire Supply Chain

- Hewlett-Packard - HPe (1994)
- Certification & Training

- Supplier & System Integrator
- Magenta Service Provider

- Finally End Customer (2014)

— i~

)|

Nl Q/bj

2)0)nio)

(o
>
2
(O]
c
o
IS
e
=]
>S5
<
Z
T
<
T
©







OT Domains

A Production

A Manufacturing

A Chemical Processes

A Infrastructure Operations
A Robotics

A Plant & Production Control
A Resource Flow

A Mining

A Traffici Air, Road, Ocean
A Buildings & Facilities

© HAHN Automation Group



OT Treats

A Communications

A Distances & Spaces
A Outdoor Situations

A Factory Environments
A Interfaces

A Applications

A Edge Issues

A Al Implications

A Proprietary Things

A Legacy

o
5
=

O]
=

i)
o
S
o
5
<
P
I
<
I
©)




IT-OT Framework of Operation

IT Legal Obligation OT Legal Obligation
NIS I Cyber Resilience Act

IT Verification OT Verification
ISO 27001 IEC 62443




OT Considerations
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A Resiliency & Availability
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A Communication
A Control

A Reliability

A Steering

A Measurement
A Verification

A Security



E.G. Qll Field

A Drills

A Pumps

A Valves

A Pipes

A Storage

A Power Supplies

A Chemical Compositions

A Safety States

A Product Speed & Pressure
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(Producing > 50,000 BOE/Year)



Line Model

A SPS & PLC

A Drives

A Sensors

A Cylinders

A Tools

A Cameras

A Safety Devices
A Robots

https://www.jendamark.in/ev/#
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Processes & Product




Processes to Handle

A Robotics

A Press & Push

A Screw & Roll

A Glue & Grease

A Transport

A Handling

A Material Management
A Test & Inspection

A Reporting
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IT Vendors

A Gateways
A PCs

A Server

A HMI Panels

A Different Conclusions
A No Portfolios

A Inconsistent Use Cases
A No Industry Operations
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OT Vendors

A PCs vs. PLCs
A Gateways
A Switches

A No System Operations
A No Transfer Standards
A Static Setup

A Rarely Secured

A No Roles & ldentities
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:"v Updates E‘Q i

OT Software = = e
IT typical tasks 131 131

A Monitoring =

A Asset Inventory
A Software Bill of Materials
A Vulnerability Scanning

A Hardening

A Security Monitoring

Labor Mismatch

Manual effort for patc
may exceed available s

Customized Mitigation
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Active network scanning risks operational
disruptions

Cost/Feature Mismatch

High-end solutions may offer more than
necessary for smaller users
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General Solution Approaches on e.g. Assembly Line

/_\ Customer network < A —

_.St —

O
HAHN remote / Internet | NN
! N N Remote access Customer ERP MES

maintenance \’\_/\/ \V S maintenance
Y gateway
J
NN

Machine internal abstraction layer

. “ )
HAHN data @ % et ; ’ / ’
driven . 1 ‘
. \ \ .‘L‘ f A = l @ >

services
) database . applicaton .
e.g. preemtive logging monitoring I\Q)r/teural

maintenance
ma_ch!ne_ In machine cell #1
optimisation development

Aubayul ereg

In cell
applicaton

Sensor Sensor

On site
maintenance




OT & Data Generation
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Process Data Concentration

Engineering

© HAHN Automation Group

Virtual Comissioning
Kinematics

Programming

Process
Data

Data Ratio

Digital Twin

Simulation
Local

Al Training Refinement
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Digital Modes of Operation

A Virtual Engineering
Simulation and virtual development
Physics independent commissioning
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A Digital Twin
Operation digital environment

A Digital Shadow
Synchronous virtual environment
Replay of reality in virtual system




Gateways &
Networking

A Tenancy
A Secure overlay networking
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A Provide basic infrastructure services
A Synchronous time

A Logging

A Firewalling

A Internal routing

A Proxy services

A Authentication

A Call Home & Dial In




Topics of Integration

A Clean reliable robust design
A Security by design

A Introduce entities

A Separate risk domains

A Consider operations

A Review connectivity issues

A Integrate in Corporate Applications
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Operational Considerations

A Production Priorities
A Proprietary Technology
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A Legacy Installations

A Plant / Area Architecture

A Interconnectivity

A Plant Maintenance

A Conflicts of Interest (Operations)

A Special Considerations Networking




Open Source

Community Projetcs Commercial Backed Products Commercial Support g
Code / Project Maturity Reliability & Community Interaction Independent Resources §
Project Stability & Context Support Models & Coverage Breadth of Knowledge g
Customer Acceptance Alternative Business Models ADo what they do be
Strategic Partnerships & Backing License Mix & Clarity

Open Source License Strategy

85[]Ni[ 4 IT netbox & GitLab P
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Outlook




