HAHN

AUTOMATION GROUP

Virtual Storage &
Backup Platforms

Q3 2023 - Frank Benke

—

www.hahnautomation.qroup



http://www.hahnautomation.group/

FRANK BENKE
HEAD OF IT

COMPUTER SCIENCE
UNIVERSITY TUBINGEN

SINCE 1994 IN IT BUSINESS
ENTIRE SUPPLY CHAIN

HEWLETT-PACKARD (1994)
CERTIFICATION & TRAINING
SUPPLIER

MAGENTA SERVICE PROVIDER
FINALLY END CUSTOMER (2014)
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HAHN

THE COMPANY AUTOMATION GROUP

8,338,000
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_ 51238400
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Global Footprint Virtual Comissioning Market Strategy
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9 Countries

3 Continents

1800 Employees

23 Locations
> 250 MEUR Revenue

ca. 28% p.a. growth pre corona



9 YEARS JOURNEY




HAHN

OPERATIONAL IT STRATEGY AUTOMATION GROUP

« 2014 Standardization

« 2015 Software Defined

e 2015 Hyperconvergence

« 2016 Generalized Infrastructure

« 2017 Strategic Vendor & Supplier Management

« 2018 IT Infrastructure Automation

« 2019 ,Site Reliability Engineering” (infrastructure as code)
« 2020 AMD & Single Socket strategy

« 2021 Virtual Engineering Private Cloud

« 2022 Dokumentation & Monitoring & Automation Integration
« 2023 Exception Elimination & Further Standardization
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BASIC STORAGE CONCEPTS AUTOMATION GROUP
DIY HYPERCONVERGED STORAGE TRAD. STORAGE SYSTEM

Controller A
Hyervisor Hypervisor
Y YP IO Cache A
Storage VM Storage VM
Controller B

IO Cache B

disk nearline

SSD A write SSD A read

disk nearline Disk A nearline

SSD B write SSD B read

Disk B nearline
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HYPERCONVERGED MILESTONES AUTOMATION GROUP

In The Beginning 2015 Status S2D - 2022

HAHN HAHNGROUP
Visions b . [
slons hecome fea HEADQUATER INSTALLATION
Konzept NexentaStor Ubersicht.
DL380G9 DL380G9 e
ESX Workload o e Citrix Xen A;g
DL380G9 DL380G9 DELL R7525 DELL R7525
| FF5700 | FFS700 Twos  7eece 102460 102460 TaGasnads 7eacHsmwa  Tmcoewgs  Office
::l 40GBit IRF
|:| Aruba 8320 Aruba 8320 160 GBit Redundant Core

Baremetal TrueNAS
Aruba 8320 Aruba 8320 All Flash

DL380G8 DL380G8

+ SAS H221 . + SAS H221

DL380G8
+SAS H221

DELL R7525 DELL R7525 DELL R7525 DELL R7525 DELL R7525 DELL R7525
1024 GB 1024 GB 1024 GB 1024 GB 1024 GB, LS| 512 GB

| Neww o Nesew o § v
| NewnaW NewdaW CvEwTAw veEmwroy
HGST 4UB0 HGST 4U60 _

384TB NL SAS + 384TB NL SAS +
SsD

D2700

HGST 4UB0 g1 G3 5948
384TB NL SAS +
SSD

Hyperconverged Clusters VEEAM Backup

D6000

Slots LTO 7

synchronus asynchronus Snapshot versions 5 min.
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PERSISTENT STRATEGY CONSIDERATIONS AUTOMATION GROUP
PRO: CON:
* Predefined workloads « Own responsibility

Compatibility challenges

Product roadmaps JBODs & media
Release & product strategy software
Reluctant suppliers

 Single socket AMD strategy

« ZFS preferred architecture
Scale up vs. Scale out
Hyperconverged & bare metal
Remote snapshot option
Budgetary options & €/GB
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2023 STORAGE ENVIRONMENT

THE PATH TO THE
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ENVIRONMENT COMPONENTS

‘; nexentmau

P

Nexenta. Global leader in
Software-Defined Storage.

‘Any user. Any app. Any stack. Any protocol. Any hardware. Any cloud: Your cloud!
Software-Defined innovation via Open Source collaboration: Your way!
1

100% Software. Total Freedom. All Love.

&9 OPC-@  #1 software for Data Storage, Backup & Business Continuty
Products  Solutions  Downloads ~ WhereToBuy  Support  About Open-E
~eTey 773
Inng (_'enfre Ic =
thoh of th T S'Oru
© Yeqr Qe .
DCS AWARDS

'Data Contre CT Storage
Innovation of the Year

WINNER
#2023 »

Explore our product A

Bata Centre ICT Storage on of The*ear for Open- jovianDS8 Up29r2 Software Update

VMware Ready™ storage open-e & Open-E On- & Off-site Data Prote
with Open-£ JovianDss ; E
JovianDSS

The majority of Fortune 500 companies
already use TrueNAS, and with millions of
deployments in over 200 countries, TrueNAS
is the world’s most deployed storage
platform.

3% Western Digital Produk

Ultrastar Data60 Hybrid
Storage Platform

von Western Digital

1.56PB

Erweiterungsficher und JBOD

Exos E 5U84

Seagate® Exos™ E 5U84 ist die leistungsstarke
Plattform der Datensphére mit hoher Kapazitat,

die selbst mit extremem Datenwachstum Schritt
hétt. Mit diesem hochdichten 5-HE-Rackmount-

Gehause konnen Sie ein Rechenzentrum im

Exabyte-MaBstab aufbauen und dank des

einzigartigen Einschul , das einfachen
Zugriff auf die Laufwerke ermdglicht, auch vor
Ort problemios verwalten.

Lasungen

Innovation

Support

1 I [1]

HAHN

AUTOMATION GROUP

Smart Selection PowerEdge
R7525 Rack Server Premium

Umfassende Performance und
Flexibilitat

Rack-Ser

fexible Kont ermiglicht. Er eignet

oftware-Defined Storage; SDS), virtuelle Desktop-infrastruidur-
ytics-Workloads.

Dell PowerVault ME5-Storage

Einfach. Schnell. Kostengiinstig.

PowsrVault MES ezlell fur ein einfaches SAN/DAS und

beschleunigte Le: twickell und optimiert
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LIVE STORAGE OPERATIONAL MODELS AUTOMATION GROUP
--

1 VMWare Yes Nexenta 350 TB >40 K

1 1 VMWare Internal no True NAS 100 TB > 30 K 4

121 1 Baremetal WD Yes Nexenta  350TB > 100 K 1

1 2 VMWare Internal Flash Yes True NAS 20TB > 120 K 1

2 2 1 VMWare WD Yes Open-E 250 TBto 350 TB > 120 K 2

3 2 Proxmox Seagate No True NAS 1.2PB > 50 K 3

3 2 VMWare Flash DAS Yes VMWare 40TB > 100 K 1

33 2 VMWare Seagate Yes Open-E 1.2 PB >50 K 1

*1 Blade environment - SAS interconnect missing
*2 Migration from Nexenta after increasing support & roadmap issues
*3 large cheap fileservices and archive storage



THE SYSTEM ENVIRONMENT

» Self hosted and self operated
* 100% virtualized
» Global virtual clients (11 Citrix hosts)

« 30 TB main memory server capacity
« 7.3 PB installed storage capacity
« 160 GB network rings in datacenters

» Global unified service catalogue
* 100% transparent tennant cost

HAHN

AUTOMATION GROUP

SUMMARY VMWARE PART ONLY:

Spitzenwert CPU  Netto-CPU Kerne
i 584 GHz 3173,20 GHz 1182

CPU-Sockel
77
rr

Arbeitsspeicher

Maximale Speicherauslastung  Speicher gesamt

% 6,81 TB 22,16 TB

IOPS bei 95 %
& 33838

Belegt Verflghar Insgesamt
- - - T
= 448,85TB 51297TB 961,82 TB

Spitzenlast Netzwerkdurchsatz

A 12,48 Gigabits/s

Durchschnittliches tagliches
Schreibvolumen

(=3 20,88 TB



LATEST CAPACITY DRIVEN DESIGN

« DELL AMD EPYC R7525 rackserver

 single socket with 32 cores as fast as possible
« 1TB or 512GB main memory

« 2*2 10 GBE SFP+ Ethernet (Intel Xseries)

« 12G SAS

« Seagate EXOS 5U84

« 64 * 20TB disk

« 8* 20TB disk hot spare

« 2*2 SSDs write opimized — as cheap as possible

« 2*4 SSDs mixed use — as large as possible

* Open E Jovian ESS gold with RAID-Z2

HAHN

AUTOMATION GROUP

Other VMWare

HCI VMWare HCI VMWare

\/ V4
Open EVM D’ ‘Q Open E

128 GB 128 GB

2SSD 4SSD
read read

2SSD 4SSD
read read

32 disk nearline

32 disk nearline
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HAHN

REVIEW CONCEPT VS. BUILT AUTOMATION GROUP

* Downsize to EXOS 84 — SAS compatibility
* Implement VEEAM with immutable backup
——— » Establish DR remote repositories
* Implement storage based snapshot exports
M oo « Ransomware attack proved concept (')
- « Virtualize on different platform - Proxmox

e T * Implement data vault concept as last resort

Storage integrate:
Snapshot Pull

VEEAM Access Right Domain Storage Access Right D

Business Continuity Technical Risk ¢ Break acceSS rlght Concepts
» Break architecture virtualization & storage

 Built as designed



HAHN
BACKUP DATA FLOW

AUTOMATION GROUP

Windows WAN DFS & File copy

Domain Fileservice Small Locations = TrueNAS snapshot pull

v
— —— ‘
VEEAM RHB Repository
Domain — RHB Repository
RHB datacenter VEEAM Proxy RHB Repository
VEEAM internal access credentials RHB Immutable Repository
Mediabreak ssssssssssssssssssssssssssssssssasssnsansssssnnssnsnnsnnsnnnnnnnnnnnnannNanannnnnnannnnnnnnnnnnnnnnnnnnnhassnnnannnnnnnnnnnnnnnnnnnnnnnffanunnnn
TrueNAS no shared access credentials RHB Cyber Vault

Domain



CURRENT BACKUP ARCHITECTURE

Headquater
DELL R7125 incl. JBOD

Software: TrueNas Baremetal

VeeamAccess: iSCSI

¢ High Performance
¢ \eeam FullBackup support (ReFS)
¢ Full Veeam Copylob performance

DELL R7125 incl. JBOD

HCI — LAYER (PROXMOX)

VM: TrueNas
VEEAM Datal = iSCSI share
CopylJobs Data2 = NFS to Proxmox
VeeamAccess Layerl: iSCSI

VEEAM Copy Jobs
Immutable Backup

VM: Linux Hardened Repository
VeeamAccess Layer2
Limit storage

High Performance

Veeam FullBackup support (ReFS)

Full Veeam Copylob performance

Fully integrated in Veeam

No need to configure seperate repositories
Complete opensource backup hardware
infrastructure

Datacenter

Snapshot P'JLL

HAHN

AUTOMATION GROUP

DELL R7125 incl. JBOD
Software: TrueNas Baremetal

ARCHIVE DATASTORE Snapshot
PULL

Custom scripts

* racadm (iDRAC power scripts)

* TrueNas sheduled snapshot

* TrueNas script shutdown network
interfaces after snapshot

Complete opensource backup
infrastructure

Dedicated storage to secure backup
files / immutable or not

High customization / scripts
implementation
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HAHN

OUTLOOK AUTOMATION GROUP

» Prepare for container workloads

« Shift in businessmodel *aaS

« Support increasing Al applications

« Support changes in engineering platforms

» Develop long distance data synchronization
« Break vendor lock ins

* Improve ransomware resiliency

* Broaden Proxmox usage

« Cover TrueNAS Scale

« Evaluate Ceph & Open Stack
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KEY TAKE AWAYS AUTOMATION GROUP
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Follow us: o @ @ 0 www.hahnautomation.group



https://youtube.com/user/HAHNAutomationGmbH
https://www.linkedin.com/company/hahn-automation-inc./
https://www.facebook.com/hahnautomation/
https://www.instagram.com/hahn.automation/
http://www.hahnautomation.group/
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