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THE ENVIRONMENT HA!-"\!GEOUD

Virtualized Platform

BBE
=
* 99% virtualized
« Technology workloads
« Software defined anything
,!P Technology Oriented Business Strategy
5, oA

 New service models
« Early adopter
 Risk aware
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SPRING 2021 — SITUATION ASSESSMENT

 VEEAM remote backup from 30 locations
» Geographical diverse from China to Mexico

 Performance in WAN better than local
* Local avg. 40-45 MB/sec - Remote 70-75 MB/sec
 Peak Local 1685 MB/sec - Remote 740 MB/sec

» Disc storage pools — VEEAM SMB repository

« Synthetic full jobs > a week

* No online data redundancy between two core locations
* NO encryption protection

» Tape out rarely complete due to failing jobs (!)

» Catalog jobs from 19 Tapes promise to be a nightmare
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GENERAL NEED FOR NEW BACKUP
SOLUTION SPACE

Cycle One

» Group Capacity & Bandwidth Development

« Data redundancy adjustement to dual datacenter

» Global spread

» Restore speed requirement

* Independent
 VEEAM synthetic full runtimes — 520 TB
« Scale Out vs. Scale Up architecture — 10s PB

« Hyperconverged experience

Cycle Two additional

V2. Ransomware thread

* V2. License policy changes with VEEAM
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COMPLETENESS OF VISION

As of June 2021 © Gartner, Inc

https://www.gartner.com/doc/reprints?id=1-26V1RIXX&ct=210721&st=sBartner
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BAC KU P SO LUTlO NS I N SCO P E advanced automation
VEEAM C Cohesity
- Software Defined ,J - Standalone
* Immutable Features with VEEAM » Software Defined or Appliance
« S3 Scale Out features « S3 Scale Out Option
« Utilizes Dell & Exa Grid hardware layer

KN Rubrik DELL DPS

' 3

i » Appliance based fully integrated @ * Rebranded Legato Networker
* One Stop Shopping « Utilizes Dell hardware layer

e Scale Out Architecture
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COMPONENTS IN SCOPE

Hewlett-Packard Enterprise
 Plain Hardware Layer @

* ProLiant as Backup Database

* ProLiant for special Media Requirements
« Apollo 4200 Media Optimized Server

« Apollo 4500 Media Optimized Server

V2. Exa Grid

x » Optimized Backup Target

» Archive Tiering and Copy
* Encryption Protection
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DELL

» Power Edge as Backup Database
» Power Edge for special Media Requirements
« Data Domain optimized Backup Target
» Archive Tiering and Copy
* Encryption Protection
 TLA - Transformational License Agreement

Synology

* Cheap Archive Tier

« Scale Out Approach

« S3 Bucket Storage

* MAX Filesystem Limits
« SMB & NFS Data Pools
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THREE TIER BENCHMARK SETUP HAHI\!GEPUD

KIND - ENTREPRENEURIAL - ACCOUNTABLE - INNOVATIVE - SUSTAINABLE 10



FIRST BENCHMARK RESULT 09.21 HA!-"\!GGOUP

> Seven Months for solutions and quotes (COVID)

Platform DELL DataDomain HPE Apollo / DELL DataDomain Cohesity
Cohesit

Quoted support time 36 months 60 months 36 months 36 months 60 months
Installed capacity 1006 TB 1633 TB 1006 TB 1518 TB 1633 TB
Assumed effective capacity 2138 TB 3470 TB 2138 TB 2614 TB 3470 TB
GB benchmark price 0,02 €/GB/month 0,01 €/GB/month 0,02 €/GB/month 0,03 €/GB/month 0,01 €/GB/month
GB benchmark price p.a. 0,21 €/GB/year 0,06 €/GB/year 0,22 €/GBlyear 0,40 €/GB/year 0,06 €/GB/year

Total Building Block
1.358.972,50 € 1.080.789,26 € 1.412.138,41 € 3.110.022,50 € 1.097.484,36 €

Machine building business avg. 2% of revenue as IT budget if well funded
5.2 Mio EUR IT Budget. 1.2 Mio EUR. Microsoft, 0.8 Mio EUR ERP, 0.5 Mio EUR technical applications.
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FINDINGS

« Creativity e Quote times * Price
« Scale « Consulting * Budget
 Discussion « Cost models
 |Investmentprotection * |deas
» Reflection
] 1] I
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MEANWHILE 2021 - INSTALLED BASE IMPROVED

VEEAM changes:

« Utilization of dedicated backup network
host.txt —to match interfaces vs. DNS

* Reduction of VEEAM proxies in headquater
 Introduction of VEEAM proxy host

Backup behaviour improved:
» Performance increase by factor five (+)
« Completion rate improves drastically

» Synthetic full and tape out jobs in time

« Security improved (Domain leave)

» Performance and capacity reporting
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Q Type in an object name to searct

A Name T
== GE DE backup repositery G
HA AT backup repository G

HA DE ConfigBackup
HA DE Nexenta-Backup F
HA DE Nexenta-Backup G
HA DE Nexents-Backup |
HA DE Nexenta-Backup J
HA DE NFS-Cache

HA DE SPRBNASO1-iSCS|
HA DE SPRENAS02-iSCS|
HA DE SPRBNAS0S-iSCS|
HA DE SPRENAS05-iSCSL...
o HA MX backup repositor...
HA US backup repository B
HA US backup repository E
HA US backup repository F
IN DA backup repository G
RA CO backup repository E
S3-ACCESS

[[& TestingS3stor

INNOVATIVE

HA CZ backup repository...

HA UK WA backup reposi..

WS GE backup repositary..
WT EM backup repositary...

Type
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
$3-compatible
Windows
Windows

Veeam Backup and Replication

Host

SVGE-VEEAMOT ...
SVHAKR-VEEA...

172.26.94.19

SVRB-VEEAMO1
SVRB-VEEAMO1
SVRB-VEEAMO1
SVRB-VEEAMO1
SVRB-VEEAMO1

SVRB-VEEAM-...

SVRB-VEEAMO1
SVRB-VEEAMO1
SVRB-VEEAMO1
SVRB-VEEAMO1

SVMX-VEEAMO...
SWWA-VEEAMO...
SVHE-VEEAMO1...
SVHE-VEEAMO1...
SVHE-VEEAMO1 ..

SVINDA-VEEA...

SWRACO-VEEA...

SVRB-VEEAMO1

SVWSGE-VEEA...
SVWTEN-VEEA...

HAHNGROUP

Path
G:\VeeamBacku...
G\Backups
G\Backups
Ex\VeesmConfig..
F\Backups
Gi\VeesmBacku ..
1\VeeamBackups
JA\VesamBackups
EANFS-Cache
Ki\Backups
Li\Backups
MiABackups
Hi\Backups
Gi\VeesmBacku ..
E\VecamBackups
Bi\VesamBackups
E\VecamBackups
F\Backups
G\VeeamBackup
E\Backups
NA\S3-Backups
amazonS3i//e..
Gi\VeeamBackup
G\Backups

advanced automation

Capacity
1278
19578
9TE
50968
2718
3278
3278
3278
24478
48,878
53778
68,4 T8
87978
578
5478
2978
a8
278
12,278
5TE
19578
v
24718
14,678

Free
36TB
8678
5478

19.9G8
20,678
2278
9778
17,678
ERR]
19,978
10578
4978
36,178
4387G8
420G8
1378
247 GB
1678
4478
518,168
3978
W
1778
7,278

Used Space

35TB
457718
939718

0B

118
358TB
527718
335TB

0B
69718
41478
135678
103578
24TB
33TB

378
8778
14718

5TB
238718
154 T8
121718
79TB
32978

Description
Created by HAEHN\backup at 20
Crested by HAEHN\adminlengsfe
Created by HAEHN\adminlengsfa
Local repository on surb-veeam( |
Created by HAEHN\backup at 19
Created by HAEHN\backup st 02,
Created by HAEHN backup at 19
Created by HAEHN\backup at 24
Created by HAEHN\adminlengsfe
iSCS! Target

Created by HAEHN\adminlengsf
Created by HAEHN\adminlengsfe
i5CSI-Volume on SPRBNASOS
Created by HAEHN backup at 24,
Created by HAEHN\backup at 05
Local repository on svhe-veeam0
Local repasitory on svhe-veeam0
Created by HAEHN\adminlengsf
Crested by HAEHN backup 3t 06
Created by HAEHN\adminlengsfa
Created by HAEHN\adminlengsfe]
Created by HAEHN\adminlengsfa
Created by HAEHN\adminlengsf
Created by HAEHN\adminlengsfe
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CHALLENGES HAHI\!G:EPUP

 All solutions not feasible
 VEEAM solved performance issues

 VEEAM changed rules — new licensing

* New perspective on encryption protection and archive tier
* New perspective on developing software defined storage tier

« Change on media break perspective (disk vs. tape)

New RFP with the ,trusted” suppliers
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SECOND BENCHMARK RESULT 10.22
 lcohesity [Rubrik_____HPE____DDell & Seagate [Exagrid ___lpell
Apollo Rubrik Apollo Seagate EXOS  Exagrid DataDomain

VEEAM no no yes yes yes yes

Nodes 4+34# 2 # 2#” 2 # 2 #
Capacity installed 998 TB 384 TB 720TB 5088 TB 336 TB 1200 TB
Capacity net. est. 1996 TB 768 TB 1296 TB 672 TB 2400 TB
Price Total 601'610.75 € 699'424.80 € 439'792.42 € 775'963.42€ 635'869.42 €
Price net TB / year 60.28 € 182.14 € 36.75 € 11.52 € 230.94 € 52.99 €

Price net GB / year 0.06 € 0.18 € 0.04 € m 0.23 € 0.05 €

 Solution space improved and reached feasible budgets
 Price variations by factor > 20
« Capacities and deduplication assumptions still highly diverse
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BENCHMARK TAKEAWAYS HAHI\!GEPUD

* Open and honest discussion with remaining suppliers & vendors
 VEEAM license migration cost effective and investment protecting

 Originaly estimated 250.000,- EUR price range possible
+ Identified improvements still in budget acceptable ranges

« VEEAM media break with S3 on V12 available
« Remote snapshot technology allows hardened archive

« Seagate EXOS allows transplantation of software defined storage experience
« ZFS storage efficiency utilizing dedup, compression and remote snapshots
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22 Q3 SOLUTION DESIGN PHASE

Locations Headquater

VEEAM proxies VEEAM proxies

DELL R7125 Head VEEAM

Seagate EXOS 4U106  COPYJOPS

hot performance
vanilla OS

. s
on functions & snap

gDS tier tests E vs. TrueNAS V&:

Open

HAHNGROUP

advanced automation

Datacenter

VEEAM proxies

DELL R7125 Head

Seagate EXOS 4U106

DELL R7125 Head

Seagate EXOS 4U106




SDS TIER OPTIONS UNDER EVALUATION

A

Linux Vanilla

* Known platform

* Independent environment

« Existing automatization

« ZFS proprietary kernel extension

* MinlO extensions proven and reliable

Free BSD Vanilla

* Not so well known platform

* Independent environment

« High ZFS compatibility

* MinlO extensions proven and reliable

KIND - ENTREPRENEURIAL
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True NAS

» High performance

* Reliable and easy to use

« Convenient feature set

* Good ZFS Implementation (BSD)

» Vendor push to appliance

* Free vs. Commercial Appliance Limits

Open - E

* Linux based

 Attractive price model

« ZFS performance

« True high availability clusters
 Virtualisation support

* No S3 Support

INNOVATIVE - SUSTAINABLE
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PRELIMINARY FINAL SOLUTION DESIGN 11.10.2022

Headquater
DELL R7125 incl. JBOD

DELL R7125 incl. JBOD Datacenter

DELL R7125 incl. JBOD

HCI — LAYER (PROXMOX?)

SDS: TrueNAS Baremetal VM: TrueNAS
VEEAM Datal = iSCSI share Snapshot
VEEAM Access: iSCSI CopyJobs Data2 = NFS to Proxmox PULL
VEEAM Access Layerl: iSCSI

VEEAM Copy Jobs
Immutable Backup

Software: TrueNAS Baremetal

ARCHIVE DATASTORE
Snapshot PULL

Custom scripts

* racadm (iDRAC power scripts)

» TrueNAS sheduled snapshot

* TrueNAS script shutdown network
interfaces after snapshot

VM: Linux Hardened Repository
VEEAM Access Layer2
Limit storage

High Performance High Performance

VEEAM Full Backup support

(RERS))
Full VEEAM CopyJob

performance

No S3 storage

VEEAM FullBackup support (ReFS)

Full VEEAM CopyJob performance
Fully integrated in VEEAM

No need to configure seperate
repositories

Complete opensource backup hardware
infrastructure

No S3 storage

Complete opensource backup
infrastructure

Dedicated storage to secure
backup files / immutable or not
High customization / scripts
implementation

No S3 storage




KEY TAKEAWAYS HAH I\!GGOUD

N

Exprience Architecture Scale Challenge
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